I. INTRODUCTION
T HESE days, with the explosive growth of wireless communication systems such as LANs, security has become a critical issue. Generally, there are two types of cryptographic methods: public key cryptography [1] and secret key cryptography [2] . They each have their own characteristics, as shown in Table I .
In wireless LAN systems, secret key cryptography is used because its processing speed is higher and it can deal with bulk data. This method, however, has two problems: key distribution and key management. The problem of key distribution involves the danger of the secret key being intercepted as it is transmitted to the other communication party for secret key agreement. The problem of key management involves the necessity of administrating many keys because a different key is used for each communication party. Moreover, as wireless LAN systems have spread and general-purpose computers have come into wide use as wireless terminals, the problem of leaked and invalidated keys due to lost or stolen terminals has grown significantly. Key distribution generally uses a method of encrypting secret keys by public keys as they are transmitted, and this involves all of the aforementioned problems. Another method has been studied in which receivers use User ID's to generate secret keys themselves, eliminating the need to transmit secret keys [3] . This method requires ID administration instead of key management, and it provides no effective countermeasure to the invalidation of secret keys. Recently, studies of quantum cryptography, of which BB84 is representative [4] , have shown promise. However, they have not reached a practical level due to many technical problems, such as the need to speed up the data rate as well as various constraint conditions [5] .
The noise and fluctuation of radio wave channels are uncontrollable random phenomena; therefore, secret key methods have been used [6] . One of these methods is to make agreement with secret keys by using the fluctuation of channel characteristics without distributing keys [7] , [8] . Since this can provide a one-time key when it is needed, it is an excellent method to solve the problems of key distribution and key management. This method still has another problem: it is easy to break the secret keys under an environment with small fluctuation of channel characteristics.
There is a solution to this problem. Using smart antennas, the fluctuation of channel characteristics can be further undulated by electronic means. Digital beam-forming (DBF) array antennas, however, need very complex circuits and require a measurable amount of power. Consequently, they are not suitable for wireless consumer system such as wireless LAN at this time. Therefore, we need another approach.
In this paper, we describe a new secret key generation and agreement scheme based on the fluctuation of channel characteristics by using the electronically steerable parasitic array radiator (ESPAR) antenna [9] - [17] , which is a variable-directional antenna. This scheme is based on "reactance-domain" beam-forming with the ESPAR antenna [18] , [19] , in which we can fluctuate the channel characteristics artificially by controlling the reactance values of the ESPAR antenna. We give an overview of the ESPAR antenna in Section II, the proposed system in Section III, the principle of secret key agreement with the ESPAR antenna in Section IV, the detailed design of the proposed system in Section V, feasibility experiments on generating secret keys in Section VI, and finally our conclusions in Section VII.
II. ESPAR ANTANNA

A. Configuration
The ESPAR antenna proposed and prototyped is a variabledirectional array antenna with a single central active radiator surrounded by parasitic elements loaded with variable reactors. As an example, an overview of a 7-element ESPAR antenna is shown in Fig. 1 . The single central active element is surrounded by six parasitic elements at equal intervals. The parasitic elements are each loaded with varactor diodes, which are variable-capacitance diodes, in parallel. By adjusting the dc voltage given to the varactors with reverse bias, the antenna's beam can be formed. Because it has only a single RF radiator, it is expected to have lower power consumption than DBF array antennas.
B. Reactance-Domain Beam-Forming
By adjusting the dc voltage to each varactor, reactance values are changed and variable beam patterns are formed. For example, in the case of Table II , beam patterns are shown as Fig. 2 . In Table II , "high" and "low" mean the highest and the lowest reactance values of the varactors, respectively. In the case of " ," the beam pattern is formed omnidirectionally. In other cases, single-lobe directional beams are shaped. The reactance-domain beam-forming technique of the ESPAR antenna can also form a multilobe beam pattern [20] . 
C. Variation Performance
The gain of the ESPAR antenna is about 6 dBi. Fig. 3 shows an example of the measured radiation pattern of an ESPAR antenna. According to the 1SV287 variable reactance specification, the allowable range of the bias voltage is from 20 to [21] . If the bias voltage is given by an 8-bit resolution digital value, the number of radiation patterns that an -element ESPAR antenna can form is . Although most of these patterns would be indistinguishable in terms of their RSSI profile, a selection of hundreds of patterns is used.
III. PROPOSED SYSTEM
We can control beam-forming by adjusting the dc voltage given to the varactors with reverse bias. Using the beam-forming technique of the ESPAR antenna, we can intentionally undulate the fluctuation of the channel characteristics to create strong secret keys. Moreover, we can acquire an undulated received signal strength indicator (RSSI) profile in a short time and generate a secret key more easily than in the case of using delay profiles. Furthermore, by repeating this process at short intervals, we can update a secret key and realize strong security. In generating secret keys, the precondition is set as follows. The system configuration is shown in Fig. 4 . By measuring the RSSI of the radio waves communicated to "access point A" and to "user terminal B" to make RSSI profiles, we can generate secret keys independently for each communication party and share them in common. It is thus difficult for "eavesdropper C" to generate the same key by using the measured RSSI because its channel characteristics are different. 
IV. SECRET-KEY GENERATION AND AGREEMENT PRINCIPLE
Here, we describe in detail the process for generating secret keys. The preconditions are set as follows. Working together, "access point A" with the ESPAR antenna and "user terminal B" with a conventional omnidirectional antenna generate agreed secret keys. "Eavesdropper C" is the same as B. A and B can communicate at the same frequency by using a method such as time division duplex (TDD). The reactance values set at each parasitic element of an -element ESPAR antenna are expressed as the reactance vector. A set of -units of reactance vectors is expressed as the reactance vector series. The key-generation process is shown in Fig. 5 .
The procedure of generating secret keys is described as follows.
1) A series of packets is transmitted from A, each with a different beam pattern generated by a reactance vector. The packets are received by B, which builds up a sequence of RSSI data in B. For a key length , a sequence of length should be captured, where to allow for disagreement data as described here. 2) Not all beam patterns are transmitted by turning their main lobes to the direction of B. If a packet is not received by B, A will change the beam pattern and retry transmission. 3) After each packet transmission, A switches to receive mode while keeping the same beam pattern, and B transmits a packet. This builds up a sequence of RSSI data in A. 4) Thanks to the reciprocity theorem of radio wave propagation between uplink and downlink, the sequences in A and B should be identical, as shown in Fig. 6 , except for the random noise and the differences in transmission powers, receivers' noise figures, and antenna performance (sensitivity or directivity). The former can be reduced by using the averaged response method. The latter effects can be normalized out, so it is not necessary to calibrate both transmission powers. 9) The RSSI profiles are sampled and binary coded after the threshold level has been defined as shown in Fig. 7 . By considering the variance of binary bits, the threshold level is defined as the median value of the RSSI profiles. 10) A further disagreement-correction process is carried out by applying an error-correction technique. We describe it near the end of this section. 11) If no agreement is obtained after disagreement-correction, the generated key is rejected and the entire process is repeated. 12) Agreement on the key is obtained using a one-way transformation (e.g., hashing). B transmits a transformed version of the candidate key to A, where it is compared with a similarly transformed version of A's candidate key. 13) If agreement is obtained, then confirmation is transmitted to B and the process is complete. If agreement is not obtained, the generated key is rejected and the entire process is repeated.
If C were located at the point of symmetry toward B from A, it could not estimate the RSSI profile of B simply by exchanging the maximum RSSI value for the minimum shown in Fig. 6 . This is because the ESPAR antenna can form multilobe beam patterns. Consequently, it is difficult for a knowledgeable and active eavesdropper to influence the RSSI profile. Since most wireless communication systems are based on carrier sense multiple access/collision avoidance (CSMA/CA), an eavesdropper would have to synchronize with the timing of packet transmissions of the access point and the user terminal in order to influence the propagation channels.
The generated secret keys become more complicated due to the influence of the multipath waves, which provides a good condition for the proposed scheme under multipath-wave environments. On the other hand, the influence of the multipath waves may cause disagreement between common keys. To avoid such disagreement, both the above-described averaged response method and a disagreement-correcting process as follows are carried out. In the proposed scheme, the bit patterns of the secret key candidates are coded by some kind of block code, such as BCH code. We calculate each syndrome, , and , where and are bit patterns in the secret key candidates of the access point and the user terminal, respectively, denotes a check matrix, and the superscript is the transpose of the matrix. In the next step, we define the difference in the syndrome as and that in the bit pattern as . The relationship between these is expressed as . If is true, will be true and both bit patterns will agree. If is false, we will be able to estimate (correct) to minimize the number of disagreeing bits by the method of error correction. If these syndrome bits are eavesdropped, the secret keys cannot be estimated. The number of effective bits is decreased only by the number of the syndrome bits.
If information on the reactance vectors and the reactance vector series used for generating the secret keys were opened to the public, the possibility of estimating the correct RSSI profile would remain because the positions of the transmitter, receiver and reflectors would be open knowledge. Therefore, this information should be kept confidential. It is not necessary, however, for user terminals to have this information, because only the access point can control the beam pattern of the ESPAR antenna. Therefore, this scheme can provide a very high level of security. If the number of beam patterns is small, an eavesdropper located near the access point may be able to deduce information by near-field probing of the ESPAR antenna. The number of beam patterns, however, is as described in Section II, and the presence time of a beam pattern is a few milliseconds. Therefore, it is much too difficult for an eavesdropper to deduce this information.
V. SYSTEM DESIGN
For the proposed system, function blocks of "access point A" and "user terminal B" are shown in Figs. 8 and 9 , respectively.
"A" consists of four parts: an "ESPAR antenna," a "D/A converter," a "ZigBee chip [22] , " and a "microcontroller." The "microcontroller" carries out the "making the RSSI profile" step and generates the secret keys in the "Secret-key generator" function. This is based on measured RSSI values from the "ZigBee chip." In the "ZigBee chip," the RF module conforms to IEEE802.15.4 and controls, as a network coordinator, the I/O of the data transmission and receiving and that of the RF signal to the "ESPAR antenna" part. The "microcontroller" can send the generated secret keys to a PC through a USB cable to apply them to the security functions for wireless LAN or IPSec-VPN systems. Furthermore, "A" has the function of beam-forming with the ESPAR antenna. In the "microcontroller" part, a pseudorandom-number generator randomizes reactance vector values as needed, and each dc voltage given to the varactor is calculated. In the next process, each dc voltage is generated by the "voltage control circuit" of the "D/A converter" and applied to the "ESPAR antenna."
"B" consists of three parts: an "Omnidirectional antenna," a "ZigBee chip," and a "microcontroller." The functions of each block are the same as those of "A." 
VI. FEASIBILITY EXPERIMENT
A. Preparations
We conducted an indoor experiment on generating secret keys with the ESPAR antenna. A sketch of the experimental room is shown in Fig. 10 .
The experimental room has three metal walls and a fourth concrete wall. We set up an "access point" with the ESPAR antenna, a "user terminal" with a conventional omnidirectional antenna, and an "eavesdropper" with the same antenna as the user terminal. These were located as shown in Fig. 10 . At the beginning of the experiment, the eavesdropper was located at the position of "eavesdropper 1." After the end of the first measurement cycle, the eavesdropper moved to the positions of "eavesdropper 2," "eavesdropper 3," and "eavesdropper 4" successively in each cycle. We generated a 128-bit secret key from 384 measured RSSI values, that is, in Section IV equals 256, and this took about one second. As described in Section II, the number of beam patterns that a 7-element ESPAR antenna can form is , which is sufficient to select 384 values at random. One measurement cycle included 170 generations of the 128-bit secret key. We used the ZigBee chips Chipcom-CC2420 [23], and their specifications are shown in Table III . CC2420 measures the RSSI value for each packet in its internal autogain control process. Prototypes of the access point and the user terminal are shown in Figs. 11 and 12 , respectively. This system design is suitable for mobile users, since the prototype of the user terminal is smaller than a person's palm and has low power consumption. Moreover, we have developed a prototype shaped like a USB memory stick. A snapshot of the experiment is shown in Fig. 13 .
B. Distribution of Disagreement Bits in Generated Secret Keys
The distribution of disagreement bits for the generated secret keys is shown in Figs. 14 and 15 . In this case, the eavesdropper was located at the position of "eavesdropper 4." In the case of Fig. 14 , secret keys were generated without a disagreement reduction process, that is, in Section IV. The upper graph shows the disagreement bits distribution of the generated secret keys between the access point and the user terminal, and the lower graph shows that between the user terminal and the eavesdropper. Both graphs show that many disagreements occur. Although the upper case involves regular communication parties, there are too many disagreement bits to correct the disagreement. On the other hand, in Fig. 15 , the upper graph shows that the disagreement bits are not so serious, and thus the disagreement correcting process is effective. An 8-bit disagreement correction may be sufficient to handle almost any secret key.
C. Generated Key Agreement Ratio
Fig . 16 shows the generated key agreement ratio between the access point and the user terminal. The agreement ratio means the percent of generated keys for which complete agreement is obtained. This graph shows the number of bits needed for disagreement correction in a 32-bit process, and, as described in the previous subsection, by using 8-bit disagreement correction (2-bit correction for a 32-bit situation), the agreement ratio improved to more than 90% regardless of where the eavesdropper was located as a barrier.
D. Independence of Generated Secret Key
Here, we define the correlation coefficient of two secret keys: one is generated by the user terminal and the other is generated by the eavesdropper. The former is expressed as , and the latter is expressed as .
is the key length in bits. The correlation coefficient is defined as follows: (1) where is the covariance between and given by (2) and and are the standard deviations of and , respectively. Fig. 17 shows the correlations of measured RSSI. The rightside lines are the correlations of the access point and the user terminal, and the left-side lines are those of the user terminal and the eavesdropper. The vertical scale of this graph is the complementary cumulative distribution function (CDF). Although the lines of the graph are differently influenced by the eavesdropper's position, the correlation of the user terminal and the eavesdropper is nearly as low as 0.5. As a result, we conclude that the proposed scheme has the ability to generate secret keys with sufficient independence.
E. Experiment Under a Dynamic Environment
We set up the access point, the user terminal and the eavesdropper in the experimental room. They were located as shown in Fig. 18 . The access point was located in the center of the room. The user terminal kept moving at random around the room at the speed of a person walking. The eavesdropper was located next to the access point. We also generated a 128-bit secret key from 384 RSSI values. One measurement cycle included 200 generations of the secret key. Fig. 19 shows the experimental results for the disagreement bits distribution. The upper graph shows that the disagreement bits are very few in many cases, in the same way as depicted in Fig. 15 . If an 8-bit disagreement correction is used, key agreement can succeed in almost any case. As a result, we confirmed that there was no problem in generating secret keys by the proposed scheme under a dynamic environment.
F. Experiment at Different Height
We set up the access point, the user terminal, and the eavesdropper in the experimental room. They were located as shown in Fig. 20 . In this case, the access point was located at a high position near the ceiling of the room. We also generated a 128-bit secret key from 384 RSSI values. One measurement cycle included 200 generations of the secret key. Fig. 21 also shows the experimental results for the disagreement bits distribution. The upper graph shows the same results as in the previous case. Therefore, we confirmed that there was no problem in generating secret keys at a different height from the access point and the other parties.
VII. CONCLUSION
We proposed a new secret key agreement scheme that exploits the fluctuation of channel characteristics by using the ESPAR antenna. We also designed systems for this scheme and conducted feasibility experiments. In the communication between "access point A" with the ESPAR antenna and "user terminal B" with a conventional omnidirectional antenna, if "access point A" transmits and receives by changing its beam-form using the same reactance vector series, the RSSI profile of "access point A" and that of "user terminal B" will show the same fluctuation characteristics. This phenomenon provides a secret key agreement scheme that does not require key distribution for "access point A" or "user terminal B" but instead generates secret keys from each of their RSSI profiles. Since they can be used as one-time keys, a high-security wireless communication system can be realized without the need for key management, including key invalidation. In our feasibility experiment, the channel characteristics were fluctuated intentionally by using the beamforming techniques of the ESPAR antenna. We conclude that the proposed scheme has the ability to generate secret keys from the RSSI profile with sufficient independence.
